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<’> KOMIbIOTEPHbIE BUPYCbI

KomMnboTEpPHBLIW BUPYC - 3TO
pPa3HOBUAHOCTb KOMIMbIOTEPHbIX
nporpamm, OTNUYNTENbHOU
OCODEHHOCTbLIO KOTOPOW SIBNHAETCS
CNOCOOHOCTb K Pa3MHOXEHMIO
(konnpoBaHuio).

B gononHeHue K aTomy, BUPYChI
MOTYT MOBPEAUTb UMK NOSTHOCTHLIO
YHUYTOXUTb BCe dpannbl U JaHHbIE,
NOLKOHTPOSIbHbIE MOSIb30BaTENto, OT
MMEHW KOTOpOro Obina 3anyLleHa
3apaxeHHas nporpamma, a Takxe
NOBPEOUTb UMK OaXe YHUYTOXMUTb
ornepaunoHHY0 CUCTEMY CO BCEMMU
doarvnamm B LENOM.

B 6onbwunHCcTBE Cny4vyaes
pacrnpoCTpPaHAKTCS BUPYChbl Yepes
MHTeQeT

.........

cnonb3yn coBpemMeHHble onepaunoHHbIE CUCTEMBI,
MMeruwme Cepbe3Hbi  YPOBEHb  3aWuUTbl  OT
BPEL4OHOCHbLIX NMporpamMmm

J

/" TlocTOsIHHO ycTaHaBnuMeBam nartyu (LI,VICprBbIe\
3annartku, KOTOpble aBTOMaTU4YECKM
yCTaHaBMBalOTCA C Leriblo AopaboTky nporpamMmmel)

n apyrme OOHOBMEHUS CBOEeW onepaunoHHOM
cuctembl. CkaumBanm MX TONbLKO C oduumarnbHOro

canTa paspaborynka OC. Ecnu cywecTByeT pexumm

\_ @BTOMaTM4eCckoro 0OHOBINEHWS, BKITOYN €ro W,

(" PaboTall Ha CBOeM KOMMblOTEPE No4 npaBaMM\
nonb3oBaTtens, a He agMUHUCTpaTtopa. JOTO He
NO3BONNT OONbLIMHCTBY BPELOHOCHLIX Nporpamm

MHCTarJinpoBaTbCs Ha TBOEM nepcoHasribHOM

\ KOMMNblOTEPE A




(5) KOMIbIOTEPHbIE BUPYCbI

MeToAbl 3aLUUTDI
OT BPeAOHOCHbIX
nporpamm
\

Acnonb3yn aHTUBUPYCHLIE NPOrpamMMHbIE NPOAYKTbI
N3BECTHbIX NpPOuU3BOAUTENEN, C aBTOMaTUYECKUM
obHoBNeHnem 6a3

/

_[

OrpaHnyb pusnyecknn OOCTYN K KOMNbHOTEpPY AN
MOCTOPOHHUX NN,

N

cnonb3yn BHeWHME HocuTenn WHOopMauun,
Takne Kak cdnewuka, guck mnn dann us MIHtepHerta,
TONbLKO N3 NPOBEPEHHbLIX MCTOYHNKOB

N\

NOSIy4YEHHbIE N3 HEHaOEXHbIX WUCTOYHMKOB. [axe
Te annbl, KOTOpble npucran TBOM 3HAKOMbIW.

[ He OTKpblBam KOMMbIOTEPHbIE danneil,

Jlyywe yTo4HM y Hero, oTnpasnsn nu oH Tebe nx

\
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(0:) NCMOZIb30OBAHUE CETEN WI-FI

C nomouwbto WI-Fi
MOXXHO MOSTYYNTb
OecnnaTHbIN
WHTEPHET-A0CTYnN B
OOLLECTBEHHbIX
MecTax: kade, oTensix,
TOProBbIX LEHTpax u
aspornopTax. Tak xe
ABNSAETCHA OTNNYHOWN
BO3MOXXHOCTbHO
Bbixoga B IHTepHerT.
Ho MHorne skcnepthl
CYMTAIOT, YTO
obwenoctynHble Wi-Fi
CETUN He ABNATCA
©e3onacHbIMW.

"

=

Wi-Fi

He nepepaBan cBoto
NINYHYHO
MHpopmMauumio Yepes
obwenoctynHble Wi-
Fi cetn. Pabotasa B
HUX, XXenaTenbHo He
BBOAMTb Naponu
AocTyna, JIOrnHbI U
Kakne-To Homepa

[Mpwn ncnonb3oBaHum
Wi-Fi oTkntoun
dyHKUMo «O6Lwmn
AOCTYyn K channiam u
npuHTepamy». [JaHHasa
JoyHKUMSA 3aKpbITa Nno
YMOYaHuio, OAHaKo
HeKoTopble
nonb3oBaTenu
aKTMBUPYIOT €€ ans
yoobcTea
MCMNoNb3oBaHUA B
paboTe unu y4yebe

Mcnonb3yi Tornbko
3aluLleHHoe
COeaVHEHNE Yepes
HTTPS, a He HTTP,
T.€. npu Habope Beb6-
agpeca BBoam
nmMeHHo «https://»

* Vicnonbaymn n
obHoBNAM
aHTMBUPYCHbIE
nporpaMmmbl 1
6paHamayap. Tem
cambIM Thbl
obesonacuLub cebs
OT 3aKaudku Bupyca
Ha TBOE YCTPOUCLE

oda B
>HblEe CETU
OJ1IEKTPOHHYHO

noyTy




€%) COLMANBHBIE CETH

CoumanbHaga ceTb - 9TO cauT,
KOTOPbIW NpeaocTaBnseT
BO3MOXXHOCTb JTI0ASM
OCYLLECTBNATbL 0bLEeHNEe Mexay
cobon B uHTepHeTe. Yalle Bcero
B HUX ONS Ka)XO0ro YenoBeka
BblAENseTCA CBOS NMUYHas
CTpaHu4Ka, Ha KOTOpPOWU OH
yKasblBaeT 0 cebe pasnunyHyto
nHpopmauuo, HaYMHaga oT
NMEHU, aMuUnnum n 3akaH4mBas
NUYHbIMK poTorpadusamu.
MHormne nonb3oBaTenu He
MNOHMMALOT, YTO MHOPMaLUS,
pasmelleHHas UMK B
coumanbHbIX CETAX, MOXET ObITb
HangeHa n UCrnonb3oBaHa KeM
YrogHoO, B TOM YUMCIE He
obsizarenbHO ¢ bnarnmm
HaMmepeHnamMm

OrpaHnyb cnmcok apysen. Y 1ebsa B AOpy3baX He
OOIMKHO ObITb Cy4YanHbIX N HE3HAKOMbIX N0OEN

A

(3au_l,l/lu.|,al7l CBOKO YaCTHYHO XWU3Hb. He yKasblsaﬁ\
naponun, TenedoHbl, agpeca, Aaty TBOEro
POXOEHMA W OPYryl JIUYHYKO  MHGOpMaUMIo.
3MOYMBbILLUNIEHHUKM  MOTFYT  UCMONb30BaTb  Aaxe
MHoOpMaLMIO O TOM, Kak Tbl U TBOM pPoOOUTENU

\nnaHmpyeTe NPOBECTU KaHUKYNbI Yy

f3au.w|u4al71 CBOIO penyTauuio - 4epXun ee B YUCTOTe no)
3agaBan cebe Bonpoc: xoTen 6kl Tbl, YTOOLI Apyrue
nonb3oBatenn BUAENW, 4TO Tbl 3arpyxaewb?

[Mogyman, npexge 4Yem 4TO-TO OnyobnmukoBaThb,

\_ Hanucarb " 3arpysnTb A




€%) COLMANBHBIE CETH

CoumanbHaga ceTb - 9TO cauT,
KOTOpbIN npegocTasndeT
BO3MOXXHOCTb J1H04AM
OCYLLECTBNATbL 0bLEeHNEe Mexay
cobon B uHTepHeTe. Yalle Bcero
B HMUX OJ19 K&)XO0ro YyerioBeka
BblOENAEeTCca CBOA NMNYHAS
CTpaHu4Ka, Ha KOTOpPOWU OH
yKasblBaeT 0 cebe pasnnyHyto
nHpopmauuo, HaYMHaga oT
NMeHN, daMunum N 3aKkaH4mBas
NUYHBIMU dboTorpadomnamu.
MHormne nonb3oBaTenu He
NOHUMALOT, YTO MHPopMaLuns,
pasMeLlleHHas UM B
counanbHbIX CETAX, MOXET ObITb
HangeHa n UCrnonb3oBaHa KeM
YyrogHo, B TOM YnUCrie He
obsizarenbHO ¢ bnarnmm
HaMepeHnaMn

Ecnu Tbl roBopuLLb C NOAbMU, KOTOPLIX HE 3HaELUb,
He UCMONb3yn CBOE pearibHoe MMS N OPYryH JINYHYIO
nHdopMaumn:. UMs, MECTO XWUTenbCTBa, MECTO
y4ebbl 1 npoyee

m

J

N3beran pasmelueHna dootorpadumn B WHTEpHeTe,
rae Tobl n3obpaxeH Ha MEeCTHOCTU, MO KOTOpOM
MOXXHO onpeaenTb TBOe MeCTOMNONoXeHne

i

\
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[Mpn pernctpaummn B coumanbHOW cCeTU HeobBXoaMMO
NCNONb30BaTh CIOXHbIE Naposin, coctosiwme n3 6yks
N UNAGP U C KOSIMYECTBOM 3HAKOB HE MeHee 8

gl

\

/

[na counanbHOM CETU, NOYThl U APYrMx canToB
HeobxoaMmMOo UCNonb3oBaTh pasHble Nnaponu. Toraa
ecnu Tebsi B3aNoMatoT, TO 3M10YMbILLNEHHNKN
nosnyyar 4OCTyn TOMbKO K 0QHOMY MECTY, a He BO
BCe cpasy

Sy
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@W\EKTPOH HASA MOYTA

ONeKTPOHHagaA rnovta — 310
TEXHONOrns 1 npegocTaBndemMble
€l0 YCnyrun no nepecbinke u
NONYYEHUIO ANEKTPOHHbIX
coobLeHnn, KoTopble
pacnpenenarTca B KOMNbIOTEPHOW
ceTn. OBbLIYHO 3NTEKTPOHHbIN
NOYTOBbIN AWK BbIrMSANT
cnegywowmnm obpasom:

NMS_Nonb3oBaTenda@uMsi_A0OMeHa.

Takxke Kpome rnepegadun npocToro
TeKcTa, MMeeTCcA BO3MOXHOCTb
nepenasatb gpansbl

OCcHOBHbIe cOoBeTbl MO be3onacHoOu

paboTe C INeKTPOHHO

A

hd

N nNno4vyToun

Hago BbiOpaTb npaBuiibHbI  MOYTOBLIN
cepBuc. B NHTepHeTe eCcTb OrpPOMHbIN BbIGOP
BGecnnaTHbIX MOYTOBLIX CEPBUCOB, OAHAKO
nyywie O0BepATb TeM, KOro 3Haelwb W KTO
nepBbIn B penTuUHre

He vykasbiBah B §WYHOM MNOYTE JINYHYIO
nHdgopmaumo. Hanpumep, nydwe BbibpaTb
«My3blKanbHbIN_aHaT@» wunn  «pok2013»
BMeCTO «Temal3»

Ncnonb3yn OByxaTanHylo aBTopu3auuto. IATO
Korga noMMMO Maponsa HYXHO BBOAWUTL KOA,
npucbinaemMmoln no SMS

Bolbepn cnoxHbln naponb. [Ona  Kaxaooro
MOYTOBOrO  dAlMKaA OOMKEH OblTb  CBOW
HaZeXHbIN, YCTONYMBLIW K B3STOMY Maposib



€2) 3NEKTPOHHAS! NOYTA . ASeRN

! 0
Ecnnm ecTb BO3MOXHOCTb HamuUe ldam)mfl
NCNOSIb3YM © “aTy

CBOW JMYHbIA  BOMpPOC,
BO3MOXXHOCTb s

Al

cnonb3yn HECKOSIbKO MOYTOBbLIX HALLMKOB.
[MepBbln  OnNa  4acTHOM  Mepenuckn
agpecartamp, KOTOPbIM Tbl AOBepsiellb. 3TO
9MEKTPOHHbLIN agpec He Hago WUCNOoNbL3oBaTb
npu perncTpaumm Ha goopymax n camrax

U nNo4vYTomn

hd

He oTkpbiBan pannbl U gpyrne BIIOXKEHUS B
nMcbMax fake ecrnv OHW MPULLNU OT TBOUX
apy3en. Jlydwe yToYHU Y HUX, OTNPaBsasniv nm
oHW Tebe aTn danneol

[Mocrne okoH4YaHMs paboTbl Ha MNOYTOBOM
cepBuce nepean 3akpbiTUEM BKaAKN C CanTom
He 3abyab HaxaTb Ha «BbINTU»

OCcHOBHbIe cOoBeTbl MO be3onacHoOu

paboTe ¢ INeKTPOHHO



@Mosul\bﬂbm TEAEQOH

CoBpeMeHHble CMapTdOHbI 1
NfaHWeTbl cogepxaT B cebe BnosHe
B3pOCbl PYHKLMOHAS, U TENEPb OHU
MOrYT KOHKYpupoBaTb CO
CTauyMoHapHbIMU KOMIMbOTEPAMMN.
OpHako, cpeacTB 3aWmTbl AN
NogO6HLIX YCTPONCTB MOKa O4YeHb
Mano. TectupoBaHue M MOUCK
YA3BMMOCTEN B HUX NPOUCXOAUT HE TakK
MHTeHcmBHO, Kak ans MK, To ke camoe
KacaeTcsl U MOOUNbHbLIX MPUNOXEHNN.
CoBpeMeHHble MObUunbHble Bpay3sepbl
y>Ke MpakTUYEeCKn OOorHanu
HaCTOmMNbHbIE aHarnorn, oaHaKko
pacwmpeHne pyHKUMOHana BrieYveT 3a
cobon BoNbLUYK CIOXHOCTb U
MEHbLUYIO 3aLLNLLIEHHOCTb.
[laneko He Bce Npou3BoAUTENU
BbINyCKaloT OOHOBEHUS,
3aKkpblBaloLmMe KpUTUYECKNE
YA3BMMOCTU A1 CBOMX YCTPOWUCTB.

°.-

OcHOBHbIe coBeTbl AN 6e30nacHOCTU MOOUNbLHOro TenecgoHa

Byob OCTOpOXeH, Bedb Korga T

KakKne-To rriatHble YCI1yrn

GecnnaTHbI KOHTEHT, B HEM MOrY ,gpm:

BMOEO. Tbl TOYHO 3Haellb,
KOHEYHOM utore?

\

Ayman, npexge 4em otnpasButb SMS, oTOo MMM
rae oHu Oyayt B

Heobxoaumo 06GHOBNATL OMNepauyMoHHYID CUCTEMY

TBOEro cmapTtdoHa

Ncnonbaym aHTUBUPYCHbIE

MOBUNbHBIX TenedgoHOB ”

1

He sarpyxan npunoxeHus ot HemasectHoro ¢ © °

MCTOYHWKA, BEb OHU MOTYT COAepXaTb
BPEOOHOCHOE NMporpammHoe obecneyeHune

[Mocne Toro Kak Tbl BblMAELLb C CanTa, rAe BBOAWUN

NMUYHYIO NMHGOOPMaLMIo, 3aUan B HACTPOMKN
6paysepa n yganun cookies

nporpamMmbl
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rlepI/IODM‘-IeCKI/I I'IpOBGpFIVI KaKkue nrnarHble yCcryru

aAKTBMpPOBaHbl HA TBOEM HOMeEpe

Bluetooth gomkeH 6bITb BbIKIIOYEH, KOrAa Tbl UM HEe
nonb3yelwbcs. He 3abbiBan MHOrga NpoBepsiTb 3TO

-

2



(’:)CDMLUMHF UAU KPAXKA AUYHDBIX AAHHDbIX 0 LA :

[MaBHaga uenb oULKHF - BUaa
NHTepHeT-MoLLIeHHNYeCTBa,
COCTOMUT B MNOSTy4EHNU
KOH(naeHunanbHbIX gaHHbIX
nonb3oBaTtenen — fIOrMHOB U
naposen. Ha aHrmmMmnckom asbike
phishing untaeTcsa kak ouLnHr
(ot fishing — pbIGHasa noeng,
password — naponb)

(Cnenm 3a CBOMM  akkayHtoM. Ecnn  Tbl
noao3peBaellb, YTO TBOSI aHKeTa Obina B3fiOMaHa,
TO Heobxogmmo 3abnokuMpoBaTb €e U CcoodWUTb

agMUHUCTPaTopaM pecypca 006 3TOM KakK MOXHO
| ckopee

V|
Ncnonb3yn 6e3onacHble Beb6-canTbl, B TOM 4YuUChe,
MHTEPHET-MarasnHoB N MOUCKOBbLIX CUCTEM

Mcnonb3yn CcnoXxHble U pasHble naponu. Takum
obpasom, ecnu Tebs B3/TOMalOT, TO
3M0YMbILLMEHHNKN NoflydaT AOCTYN TOMNbKO K O4HOMY

TBOEMY Npodumo B CETU, a HE KO BCEM )




Ecnn Tebs  B3nomanu,  TO

Heobxoanmo
npeoynpeanuTb BCEX CBOMX 3HAKOMbIX, KOTOpble
pobaBneHbl y Tebst B Opy3bsiX, O TOM, 4YTO Tebd
B3NOManu W, BO3MOXHO, OT TBOEro MMeEHW Oyaer
paccbinatbCad chnaMm U CCbINKM Ha ULIMHIOBLIE

\08I7|Tbl

7

\.

YctaHoBu HagexHbin naposib (PIN) Ha mMoOunbHbIN
TenedoH

N\

OTKMOYM coxpaHeHne napons B Gpaysepe

He oTKpbiBan gpannbl 1 gpyrne BnoXxeHns B
NMCbMax Jaxke eCrnv OHU NPULLIIN OT TBOUX ApYy3en.
Jlydwe yTouYHM Yy HUX, OTNPaBnsnu nn oHn tebe atu
doannbl

J
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YnpaeneHue depepanbHOM CAYXKObI 10 Hap3opy B cdhepe CBA3M, uud)opMauu’oHHux -
3?) TEXHOAOIMH U MACCOBbIX KOMMYHUKaLUK TR o i \
no Upkytckou obaacTu Ly X NN RN T

Cnacu60 3a BHUMaHue!



